ABSTRACT
INTRODUCTION
In February 2004 Global System for Mobile-communication (GSM) subscribers across the world crossed the population of 1 billion. This is a major achievement for wireless technology providing mobility, and freedom from physical connectivity in wired network. This success story is not only limited to GSM networks, but all cellular technologies like GPRS (General Packet Radio System), CDMA (Code Division Multiple Access), and UMTS (Universal Mobile Telecommunication System) etc.. Devices in these wireless networks communicate with each other. They also seamlessly communicate with devices and nodes in fixed networks through the Internet and PSTN (public switched telecom networks). New protocols and standards are emerging to even enable seamless roaming of devices between heterogeneous (networks of different transmission technologies and protocols) networks. All these devices are intelligent, they roam around and they mingle. They behave like members in a society. We call this society a digital society 1 . We are moving towards a world where more assets are becoming digital. Threats to digital assets are theft, lost, burglary, and diseases. A digital asset can be stolen or lost or even trashed. These assets should not carry any risk of misuse from adversaries or dumpster divers. Risk associated with stolen or lost assets can be mitigated using confidentiality and integrity through encryption and digital signature. Burglary of assets can be prevented through physical security and perimeter security. In addition to these risks, there is a major risk of loss of assets from digital-diseases and attacks caused by various types of malicious software mainly virus (Cass, 2001) . Digital-diseases in the digital society cause loss of assets and digital-death to devices. We define digital-death of a device to be a phenomenon when the data in the device is lost and the operating system on the device had to be reinstalled.
Viruses are classified into three generations . These are:
• 1 st generation viruses: These viruses need a physical carrier and manual means for propagation. These viruses also need manual activation. Examples are floppy diskette-based viruses.
• 2 nd generation viruses: These viruses do not need a physical carrier, use automated means for propagation but require manual activation. Email viruses belong to this category.
• 3 rd generation viruses: These viruses use automated means for both propagation and activation. Autonomous worms belong to this category. The spread of viruses and the infections caused by a virus can be controlled in four different ways. These are:
1. Stop the virus: this is achieved through control at various checkpoints and the point of entry at the border. Carriers of viruses are denied entry. Agents (viruses) are killed through sterilization of the environment. We define this as Point-of-Control 1 (PoC1). 2. Stop the infection: this is done by administering vaccines within the subject (host). This will ensure that even if the subject comes in contact with the agent (virus), the subject will not get infected. Another technique is prevention, where a non-infected subject is prevented from coming in contact with an infected individual. We define this as Point-of-Control 2 (PoC2). 3. Stop the reproduction: this is done as the curative measure by administering various drugs inside the subject. These drugs either kill the virus directly or develop a certain antibody within the subject to kill the virus. Also, there are techniques to create an environment which is non-congenial to the virus for reproduction. We define this as Point-of-Control 3 (PoC3). 4. Stop the propagation: this is done by quarantining or isolating the infectious subject so that the subject is not in a position to infect others. This public hygiene and sanitization ensures that the virus cannot reach other subjects. We define this as Point-of-Control 4. A data network is divided into three security zones, viz., trusted intranet, DeMilitarized Zone (DMZ), and the untrusted Internet. These zones are separated by various security infrastructures like physical security, firewall, Intrusion Detection System (IDS), Intrusion Prevention System (IPS), anti-virus etc. These are part of the perimeter security, which works like law enforcement agents at the border stopping unwanted traffic. This uses the principle of "stop the virus" as described above. Antivirus systems are quite effective on identifying and stopping a known virus. However, they have not been successful on identifying or stopping unknown or new viruses. Statistical anomaly detection technique have attempted to detect unknown malicious agent (a virus) with little success (Ertoz, et al., 2003) . In April 2004, a teenager in Germany wrote Sasser-B worm and let it go into the wild. This worm lost enterprises hundreds of millions of dollars. No anti-virus system was able to either detect or stop the worm developed by a teenager. This is not an isolated incident. Many worms have proved over and over again that the classical methods of fighting them are ineffective. We therefore propose that the fight against viruses and worms needs to be multidimensional.
Organizations define security policies to protect their network from attacks and infection from digital virus 2 . For example, organizations frame policies such as: no floppy diskette drives in computers, no web download, no access to private email etc. Security policy is a written down statement about what is allowed and what is not allowed (Bishop, 2003; RFC 2196 RFC , 1997 . Security policies and procedures are formulated centrally and implemented globally (Kessler, 2001) . A centralized security policy is not effective for a distributed computing environment. Due to business reasons, users carry their portable computers outside the intranet and access business information and the Internet through foreign cellular data networks. In case of other devices in cellular networks, they are constantly roaming between networks. This exposes the device to other networks where corporate security policies are not effective. Some pundits consider policy based security as "security by obscurity". They also believe that "security by obscurity" is not security at all (Kessler, 2001) . While traveling, people usually use the same device for both business and personal needs. Many devices have multiple network interfaces like WiFi and GPRS. In such cases, the mobile device works as a bridge; it gets infected through one interface and passes on the infection to another interface.
The challenge in cellular network is to frame a security policy and define the scope of the perimeter security. Every cellular network implements perimeter security to protect its own IT infrastructure, where requirements are known and it is possible to define a security policy. However, it is a major challenge to define a centralized security policy for the subscriber network. In a subscriber network, subscribers will access different Internet contents and URLs (Universal Resource Locator) for varied interests. Unless the content is legally prohibited, the network can not block it. Unlike a corporate network, a cellular network needs to be open to cater for various subscribers' needs. Every cellular network implements perimeter security with firewalls and other infrastructure for the subscriber network; however, the policy for Internet traffic control in these networks is primarily driven by commercial priorities not security reasons. SMS traffic on the other hand, uses the SS7 network, which is protected and assumed to be secure. Security infrastructure to defend the SS7 network from any external attack is virtually non-existent (Lorenz G et al., 2001 ) Table 1 presents some of the characteristics of digital virus. It also compares the differences between the digital virus and biological virus. In a digital society, viruses spread very fast causing a digital epidemic. Therefore, to ensure the safety of the digital assets, we propose including the device as a stakeholder in the security process, i.e., in the digital society, devices will adapt the concept of personal hygiene and public hygiene to control the spread of viruses and contain communicable digital-diseases. Also, the fight against viruses needs to be at a class level independent of the type or signature of the virus.
We cover our mouth while coughing. In certain countries, it is required by law that an AIDS patient contains HIV virus within themselves. These are all part of personal and public hygiene. Hygiene is a process of the prevention of a spread of disease (Park, 2000; WHO, 1957) . Hygiene has been very effective containing epidemics and communicable disease in the biological society. In this paper we explore the nonproliferation of viruses and control of a digital epidemic in the cellular network through "Artificial Hygiene" (AH). Furthermore, we propose that control of viruses needs a multilayered defense in the device as well as at network level.
Biological Virus
Digital Virus Infection does not happen when contact probability or infection probability is low;
Infection happens when the infection probability is vanishingly small (Romualdo Pastor-Satorras, 2001); Needs a host for propagation, can not travel on its own; Can propagate on its own; Susceptible population is a subset of the total population; Susceptible population is the same as the total population; Needs proximity: Probability of infection from a person in New Delhi to another person in New Delhi is higher compared to a person in New York; Proximity neutral: Probability of infection from a computer in New Delhi to some other computer in New York is the same as to a computer in New Delhi;
Contact with a virus may not always result in infection;
Contact with a virus will definitely cause infection (we define this as uni-contact). There are worms where the entire payload is transferred through a single TCP packet. In such a case one TCP packet is sufficient to cause infection; Measurable epidemic threshold;
No epidemic threshold; Fixed incubation time;
Nil (or undefined) incubation time; Fixed infectious time;
Myriad infectious times; Analyzing the internal DNA structure of a virus is quite complex;
It is easy to understand the internal structure of a virus. This helps to develop a cure quickly; The infected individual can recover from the disease with the help of immunity within the body;
The infected object cannot recover on its own, it becomes sick and can die;
One virus can cause a disease for multiple species (animals as well as humans, for example);
Can cause disease for only one species. (A Windows virus will not infect Linux systems or vice versa); Viruses evolve and sometimes mutate. Creating a new virus is not a trivial task;
Viruses are always created in a lab. Creating a worm needs understanding of the target operating system and its vulnerabilities (only an expert can write a worm). Creating an email virus does not demand a high level of knowledge; Ethics and conscience of the infected individual;
The infected computer or device has no conscience or ethics; 
MOBILE VIRUS
It is possible for a mobile station (MS) to get infected through a 1 st generation, 2 nd generation, or 3 rd generation virus. So far there have been no reports on mobile viruses. However, there are concerns about the spread of viruses and worms on the cellular networks (BBC, 2003; CNN, 2003) . There has been some vulnerability reported on the OS of the mobile phone (Peikari, et al., 2004) and the Bluetooth interface on mobile phones (Forbes.com, 2004) . Also an SMS virus has been reported (Cellular.co.za, 2002; Boingboing, 2003; Portablegear.com, 2002) . All these reports point to some vulnerabilities in the mobile phones. These vulnerabilities can be used for a denial of service attack. However, these vulnerabilities are unlikely to be exploited for viruses or worms. In addition, there are many hoaxes and hoax alarms. In a hoax alarm, the user receives a picture message. When the user opens the message, it displays an image as depicted in figure 1. This makes the user to believe that he has been infected with a SMS virus. None of these cases can be termed as a virus; because, there are a few essential characteristics of a virus. These are:
1. Replicate itself (copy itself) into multiple copies on the victim's environment; 2. Propagate the virus (copy of itself as payload) through network or attach itself with other media like email, etc and infect other systems; 3. Conceal itself from public view (this is optional); 4. In addition to replication and propagation a virus can do some malicious activity on the victim's system (this is optional) like delete the calendar, address book entries, choke the network, display undesirable messages, modify the system registry etc.; To achieve a mass scale malicious effect, the virus needs to cause an epidemic. To cause an epidemic, the birth rate of the virus needs to be higher than the death rate. The propagation rate of the virus needs to be high to cause a high rate of infection. When the rate of infection crosses a threshold 3 , the spread of the virus becomes persistent resulting in an epidemic. If a virus is unable to achieve this, the virus can be killed quickly and the epidemic can be stopped (Kephart, et al., 1993) . In cellular networks a communicator, smartphone, or a mobile phone is always connected to the network. Therefore, there is not much motivation for someone to develop a 1 st generation virus. It is possible to develop 2 nd generation viruses over unified messaging. There can be 2 nd and 3 rd generation mobile viruses on smartphones running on WindowsCE and Symbian. Also, there are different flavors of Java available on mobile phones. These are PersonalJava, JavaPhone, J2ME, and JavaCard. 2 nd generation viruses for Java through email will soon surface in the cellular network. Due to limited resources on the Universal Integrated Circuit Card (UICC), Java infrastructure on the SIM card is a limited version of standard Java and has various limitations. These limitations combined with the OTA (Over the Air) download, and proactive SIM facilities can be exploited to develop 3 rd generation worms over SMS.
MOBILE STATIONS' VIRUS EXECUTION ENVIRONMENT
To reproduce and then propagate, the virus needs to execute a piece of code (designed by the virus writer) on the target system. Therefore, it is necessary to have an execution environment available to the virus code on the target device. On a ME 4 (Mobile Equipment) today we have various execution environments through 3GPP MExE (Mobile Execution Environment) (3GPP MExE, 2002) available to an application writer. These are:
1. WAP/WML Script (MExE Classmark I) 2. JavaPhone/Personal Java (MExE Classmark II) 3. J2ME (MExE Classmark III) 4. Symbion 5. WindowsCE 6. PalmOS 7. Linux MExE Classmark II and Classmark III on the ME environment can be used by a 2 nd generation virus or a Trojan horse. These classmarks can access both the TCP/IP and SMS interfaces. Therefore, viruses can replicate and propagate through both the TCP/IP and SMS interfaces of JavaPhone, PersonalJava or J2ME framework.
One of the popular execution environments on a mobile phone is the JavaPhone (http://java.sun.com/products/javaphone/index.jsp). JavaPhone is developed by Sun Microsystems in collaboration with key leaders in the telecommunications industry and available on most of the communicators. JavaPhone APIs include:
• Java Telephone API: this API includes functions like receiving and making calls from the phone. This package also includes functions to receive and send SMS. This interface can be used to propagate 2 nd and 3 rd generation viruses.
• Address Book: this API provides access to the telephone address book database with all contacts with attributes like name, address, email-id, telephone number etc. This interface can be used to identify the target population for the virus attack.
• Calendar: the calendar API defines a database that maintains appointments, schedules, "to do" items, and so on. The address book and calendar databases share the same underlying database package. This interface can be used for malicious effect.
• User Profile: the user profile API defines persistent storage that maintains current user information and provides methods for querying and modifying that information. This interface can be used for identity theft and malicious effect.
• Datagram: the datagram API provides classes for handling communication with devices using datagram protocol. It is transport-independent and can support non-IP network. This API supports addressing in UDP format of IP address with port number and standard MSISDN address format. This interface can be used to propagate a virus.
• Power monitoring: this API lets an application monitor the power level of the system. • Communications: the communications API provides access to the device's IR and RS-232 ports. This interface can be used to propagate a virus.
• Device API: this API offers API to access wireless devices. This includes network selection, radio off/on, and signal strength. Along with JavaPhone, technology on the ME, JavaCard facility is also available on the SIM cards. Using all these technologies, it is possible to develop viruses, worms, and Trojan horses for mobile phones. These viruses will be able to replicate, access the address book, use the datagram facility and propagate. From an ethical point of view the details of virus code writing for cellular networks have not been explained here Mobile devices like PDA, Communicators, or a Pocket PC use desktop or laptop computers for synchronization. Therefore, a virus for such devices can also use the PC platform for reproduction and the cellular interface for propagation.
EPIODEMIOLOGY, DIGITAL-DISEASE CONTROL AND HYGIENE
Epidemiology is the science of study of epidemics. Epidemiology has also helped to control, and manages epidemics in the biological society. Some researchers have applied epidemic models to define the behavior and spread of computer viruses (Kephart, et al., 1993; Lloyd & May, 2001; Newman et al., 2002; Pastor-Satorras et al., 2001) . Some of them have also used the epidemiologic models to control computer epidemics (Tsimring & Huerta, 2003) . Due to the advancement of technology, in the digital society we get "more for less". The speed of processors and data communication bandwidths are increasing. Therefore, the viruses of the future will be more powerful, with higher speeds of propagation and may have higher destructive power. Also, the subscriber network in the cellular network is more open compared to its corporate counterparts. In the case of viruses, generally the payload is in a single TCP packet. Also, digital viruses are uni-contact 5 . Hence, the chances are high that before IDS/IPS system can detect a virus, a MS will get infected. Therefore, to counter a virus of the future, we argue that the defense mechanism in a cellular network has to be multilayered. This will include a defense at PoC1, PoC2, PoC3, and PoC4. It can be debated that a mobile device in a cellular network does not carry much of a digital asset; therefore, the loss will not be as high as its computer counterparts. However, any virus or worm attack on the cellular network will cause a very high level of traffic on the telecom network causing a distributed denial of service (DDoS). A DDoS attack on the telecom network will be more devastating compared to DDoS on TCP/IP network.
Hygiene embraces all factors that contribute to healthful living (Park 2000; WHO 1957) . Hygiene can be personal hygiene, public hygiene, community hygiene, hospital hygiene, industrial hygiene etc. Moreover, hygiene works at a class level. Hygiene is effective independent of the communicable disease, or even characteristics of the epidemic. Therefore, if we are able to emulate hygiene within the digital society, we will be able to contain a digital epidemic in the cellular network. In artificial hygiene (AH), we look at the philosophy of hygiene for a digital society. Through AH, a device will perform some quick health checks on itself and the surrounding environment. Based on the outcomes of the health check, a device will take certain actions. These actions could either relate to personal hygiene or public hygiene. Also, the device will play a role in waste management and sanitization of the environment.
We are at a disadvantage as the speed of virus propagation has been increasing. However, one advantage we have in the digital society is that, it is possible to dissect a digital virus and get a curative antidote quickly. Therefore, the fight against the virus boils down to the fact that we need to slow down the growth and propagation of viruses. If we are able to achieve this, we will be successful fighting the digital virus. Talukder, Rao, Kapoor and Sharma (2004) reported some encouraging results for 2 nd generation virus containment in a data network through AH. In the next section we discuss the philosophy of non-proliferation of the virus in cellular networks.
NON-PROLIFERATION OF VIRUS THROUGH ARTIFICIAL HYGIENE
The cellular network market is regulated. It is not easy for anybody to offer a service or connect any equipment into the network and be anonymous. This is one advantage of cellular network over its TCP/IP counterparts. Therefore, in cellular network the multilayer defense strategy will be as follows:
Stop the Virus at PoC1: this is the point of control where we stop the virus. This control is at the periphery of the network. This is equivalent to primordial prevention in hygiene (Park, 2000) . Perimeter security with ingress firewall, border router, Network Address Translation (NAT), IDS, IPS, Honeypot, Remote Authentication Dial-In User Service (RADIUS), non-repudiation through PKI, Anti-virus, Anti-spam systems need to be deployed at this point. Any data object containing a virus needs to be stopped at this point. Trojan horses and viruses sometimes enter into the system through downloads and by accessing certain types of sites. Therefore, proxy servers are quite useful at this point. There are various technologies available to filter the request and the response (Jose & Talukder, 2004) . Some of these can be used quite effectively to control the entry of malicious agents into the network. Forced update can be quite useful at this point. In a force update, a mobile device is not connected to the network until it is updated to the desired level of reliability.
Stop the Infection at PoC2: This is the point where we need to stop the infection from the virus. This is point of primary prevention in hygiene (Park, 2000) . All the operating system patches and anti-virus updates need to be applied religiously. As a part of AH, patch on demand technology (Keromytis, 2004) can play a significant role at this point. User awareness also plays a significant role here. Awareness on what may be safe and what may be unhygienic helps keep the device community clean.
Stop the Reproduction at PoC3: This is the point where we need to stop or reduce the reproduction rate of the virus. This is a combination of primary and secondary prevention in hygiene. This is the point of control within a device. Talukder, Rao, Kapoor, and Sharma (2004) achieved this by detecting a digital fever within the device. Fever is a behavioral change at a class level and is infection neutral. As a part of AH, we need to contain the fever within the device. When a device is infected, there will be some behavioral changes in the device and network. These are:
1. The traffic on the network will increase a. This could be to forward TCP/IP payload traffic from device to network b. This could be to forward SMS traffic from device to network c.
Error response from the network to the device (TCP/IP and SMS) 2. Ratio of open request packet to payload packet will increase 3. Number of endpoint connections will increase These behavioral changes are measurable and are defined as anomalies in the system. In certain devices, it will be possible to trace the program which is causing this anomalous behavior. The principle of trace and remove hygiene can be applied here to terminate and purge the malicious program and eliminate the cause. This will stop the reproduction of the virus within the infected subject.
Stop the Propagation at PoC4: This is the point of control where the propagation of the virus will be stopped. All carriers of viruses need to be stopped so that they can not infect anyone else in the community and the population at large. Any object which is suspected to be a carrier of a virus will be stopped either at the device level, or failing which at the network level. This is a combination of secondary and tertiary prevention from a hygiene point of view. Both the device and network need to be aware of what they are putting into the public network. This directly relates to public hygiene and sanitation. Using the artificial hygiene principles, a device needs to know when it is has a fever. During a fever, the device will not put any feverish traffic into the network. This is achieved through egress packet filtering through a personal firewall for TCP/IP traffic and containment of SMS. Some mobile devices with limited resources may not have a personal firewall. Therefore, the outbound traffic needs to be regulated at the network level as well. Most of the network firewalls around the world implement only ingress filtering based on security policies. However, there needs to be policies on what we let go into the public domain. Networks need to be sensitive to the fact that malicious traffic from one network will be harmful to others. Virus throttle (Twycross, et al 2003) , and containment technologies (Weaver, et al, 2004 ) can achieve this quite effectively. For virus containment, we use the SECITQC model (Fig. 2, ), which is based on the concept of tracing and removal of the virus (Tsimring & Huerta, 2003) . Where SECITQC steps stands for, S (susceptible): this is the segment of the device which is prone to the digitaldisease. E (exposed): this is segment of the device, which has been exposed to the virus but has not yet been infected. C (Contaminated or Infected) : this is the segment of the device, which has been contaminated by the virus, infected with the digital-disease, but has not yet become infectious. I (infectious): this is the segment of the devices, which is a victim of the digitaldisease and is capable of infecting others. T (Traced): this is the segment of the devices, which has been traced to have come in contact with an infectious individual-device. Q (Quarantined or Removed): this is the segment of the devices which has been quarantined. C (Cured): this is the segment of the device which has been cured of the digitaldisease. Digital devices do not have high levels of immunity and they are uni-contact. Therefore, the fight against viruses in the cellular world needs to be multi-faceted. The spreading of viruses over the telecommunication network (i.e., cellular network) will create havoc on the operation as well as revenue of wireless service providers. The fight against virus is not a battle, it is a war. War against the virus can not be won by a single line of defense or technology. There are many technologies, which deal with a specific segment of the battle. Viruses and worms have been successful in achieving the goal of mass destruction. Therefore, the fight against viruses has to include all possible techniques. The fight in the cellular network will include both network operators and the device. Moreover, the above concept of artificial hygiene will help non-proliferation of the virus and will be a strong contender for a safer digital world.
CONCLUSION AND FUTURE DIRECTION
We need to make our digital society and communication networks safe. Existing defense mechanism through security policy for perimeter security and anti-virus software are not effective with novel viruses and emerging threats. There are some areas of security concerns yet to be addressed over hybrid cellular networks. Though cellular network viruses are not a reality today, soon it will be possible to develop these viruses. These will be 2 nd generation unified messaging viruses, 3 rd generation worm over TCP/IP and over SMS. As SMS uses SS7 signaling network for payload transfer, a SMS virus can cause a serious distributed denial of service (DDoS) attack on the SS7 signaling network, which may lead to a clog and jamming of the SS7 network. Jamming of SS7 network will lead to disruption of the telecom services. In this article we proposed a philosophy and a methodology to win the war against digital viruses and worms. In the biological society hygiene is quite effective on containing propagation of viruses and the spread of epidemics. We propose using the philosophy of hygiene for cellular networks. As we progress in the 21 st century, more cellular networks, wireless technologies will emerge. Alongside this, our assets will become more digital. In such an environment, we need to combine all the best practices to have a multilayered defense system. With more than a billion cellular phones around the world and many of them with a digital camera in the hands of children, we have another daunting challenge managing the computer waste and toxic objects in the cellular networks. Information related to drugs, content related to hatred, content related to racial discrimination, adult contents related to pornography, and many more undesirable contents are toxic digital objects, which need to be identified and if necessary, filtered so that they can not reach an unsuspecting audience. Management of digital toxic objects and computer waste is a major area of concern. Our future work will include defining a framework for artificial sanitation.
With all these measures, we will have cellular networks in the digital society with mobile nodes, where devices and networks are sensitive to artificial personal hygiene, artificial public hygiene and artificial sanitation. This will make our digital assets in the cellular networks and in the digital society safer.
